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BBenenue

Monayns Tpancniopta SSL npenocTtaBisieT B CUCTEMY MOAECPKKY TPAHCIIOPTOB OCHOBAHHBIX Ha
cioe Oe3omacHbix coketoB (SSL). B  ocHoBe w™omynst nexur Oubnmoreka OpenSSL.
[ToanepxuBarOTCs BXOAAIIME U UCXOIALIUE TPAHCIOPTHI MPOTOKOJI0B SSLv2, SSLv3 u TLSvI.

J100aBUTH HOBBIE BXOJSIIME U HCXOMSAIIUE TPAHCIIOPTHI MOXKHO IOCPEICTBOM KOH(MHUTyparuu
TPaHCIIOPTHOM MOJICUCTEMBI B TI000M KoHpuUrypaTope cucteMbl OpenSCADA.


http://www.openssl.org/

1. Bxoasiimue TpaHCIIOPTHI

CkoH(MUTYypUpOBaHHBIA U 3aIlyIIEHHBIN BXOISIIUNA TPAHCIIOPT OTKPHIBAET cepBepHBI SSL-cokeT amns
OKHUJAHWSI COCOUHEHMSI KIMEHTOB. SSL-COKET SIBJIAIOTCS MHOIO-IIOTOYHBIMH, T.€. IPHU NOIKIHOYEHUU
KJIMEHTa Cco3/1aéTcsl KIMEeHTCKoe SSL-coequHeHHe W HOBBIM IMOTOK B KOTOPOM IPOM3BOJUTHCS
oOciyxuBanue kiueHta. CepepHblii SSL-COKeT, B 3TOT MOMEHT, MEPEXOAUT K OKUAAHUIO 3alIPOCOB OT
HOBOTO KiIMeHTa. TakuM 00pa3oM JOCTUTraeTcs NapaulebHOe 00CTy)KUBaHUE KIIMEHTOB.

Kaxxnprit BXOJAIIMIT TpaHCIIOPT 00sI3aTEIBHO CBSI3BIBACTCS C OJHUM M3 JOCTYIHBIX TPAHCIOPTHBIX
MIPOTOKOJIOB, KOTOPOMY TEPENAIOTCS BXOJAIIME COOOIIeHUsl. B CBs3Ke ¢ TpaHCHOPTHBIM MPOTOKOJIOM
MO/I/IEPKUBACTCS MEXaHNU3M O0BEAMHEHUS KYCKOB pa3IpoOJIEHHBIX, MIPU TIEpeiaye, 3apocoB.

Juanor koHurypauu sxojsmero SSL-tpancnopra nzo0paxéH Ha puc.l.
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Puc.1. Inanor xondurypauuu Bxoasauiero SSL-tpancmopTa.

C nmoMouibIo 3TOro AMaIora MOKHO YCTAHOBUTH:!

« CocrossHue TpaHcnopra, a wuMeHHO: «Cratyc», «3Ganmymen» u umsa bJl coxepxkamieit

KOH(HUTypaIHIo.

« Wpnentuduxarop, UMs ¥ ONMCaHKUE TPAHCIIOPTA.

« Anpec Tpancnopra B opmare "[aapec]:[mopt]:[pexum]" rre:
. anpec — Anpec, Ha KOTOpoM oTKpbiBaeTcs SSL. JlomkeH ObITh OJHUM U3 aIpeCOB XOCTaA.
Ecnu ykazano "*" To SSL Oyzaer noctynen Ha Bcex unTepgeiicax xocra. JlomyckaroTcs Kak
CHUMBOJIbHOE, Tak U [P npencraBienue anpeca.
- mopr — CereBoll mOpPT, Ha KOTOpoM OTKpbiBaeTcss SSL. Bo3moxHO ykazaHue
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CHMBOJIBHOTO UMEHH IOpTa (B COOTBETCTBHH C /etc/services).
+ pexuMm — SSL-pexxum u Bepcus (SSLv2, SSLv3, SSLv23, TLSv1). [lo ymonuanuro u
npu omuoke ucnonb3yercs SSLv23

+  BBI0Op TpaHCIOPTHOTO MPOTOKOJIA.

+ CocrosiHHE, B KOTOPOE NEPEBOAUTH TPAHCHOPT MPH 3arpy3Ke: «3aImyIieH.

+ Ceprudukarsl, mpuBaTHBIN K109 SSL 1 maposb npuBaTHOTO Kiitoua SSL.

+  MakcuManbHOE KOJIMYECTBO 00CTY>KUBAEMbIX KIIMEHTOB U pa3Mep BXOJIHOTo Oydepa.

+  Orpannyenus pexuma "Keep-alive" mo KoauuecTBy 3alpoCOB U BpEMEHH OKUIAHUSI.

« Ilpuoputer 3agau TpaHcnopra.

2. Ucxoasiimme TPAHCIIOPTHI

CKOHpUTYpHpPOBaHHBIM W 3alyIleHHBIH HMCXOSIIUN TpaHCopT OTKpbiBaeT SSL coenuHeHue c
yKa3aHHbIM cepBepoM. Ilpu paspeiBe cOEAUMHEHUs, HCXONAIIMKA TpPaHCIOPT OTKIoYaercs. Jlus
BO300HOBJICHUSI COCMHEHUS TPAHCIIOPT HYKHO OIISITH 3aITyCTUTD.

['maBHas BKIIagKa cTpaHUIbl KOHGUTYpaIuu ucxoasmero SSL-tpancmopra nzo0paxeéna Ha puc.2.
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Puc.2. 'maBHas Bkiagka cTpaHullbl KOHGUTrypauu ucxoasmiero SSL-tpancnopra.
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C noMouib1o 3TOro AUAIOra MOKHO YCTAHOBUTH:!

« CocrossHue Tpancnopta, a wumeHHo: "Cratyc", "3amymeH" u wums bBJl coxepxkaiei

KOH(UTyparuio.

- Wpnentuduxartop, M 1 onucaHue TPAHCIOPTA.

« Anpec Tpancnopra B ¢opmare "[aapec]:[mopt]:[pexum]" rue:
« azapec — Aapec, ¢ KOTOPBIM BBIMOJIHIETCS cOeAMHEHUE. J[onmyCcKaroTCsl Kak CUMBOJIBHOE
tak u [P nipeacraBienue aapeca.
« nopT — CeTreBoil MOPT, ¢ KOTOPBIM BBINOJHIETCA COelMHEHUE. BO3MOXHO yka3zaHue
CHUMBOJILHOTO IMEHH IOpTa (B COOTBETCTBUU C /etc/services).
« pexuM — SSL-pexxum u Bepcust (SSLv2, SSLv3, SSLv23, TLSv1). Ilo ymonuanuto u
npu omuOke ucnomnbzyercst SSLv23

+ CocrosiHMEe, B KOTOPOE NEPEBOIUTH TPAHCTIOPT MpH 3arpyske: "3amyrieH".

+  Ceptuduxatsl, npuBaTHbIi K104 SSL 1 mapois npuBatHOTO Kitoda SSL.

- TaiiMayT O yMOIYAHUIO IS 0KUJIAHUS COCIMHEHUS U OTBETA, OTJENBHO.

3. CepruuKaThl U KIOYHU

Jnst moTHOLIEHHON paboThl MOYJsE HEOOXOIUMBI CepTU(UKATHI M MPUBATHBIE KIIOYH. B ciiydae ¢
BxosmuM SSL-TpaHcriopToM (cepBepoM) OHHU o0si3atenbHbl. B ciydae ¢ ucxoasmmm SSL-tpancrmopToM
OHM MOTYT U HE YCTaHABIUBATHCS XOTS UX UCIOJIb30BAHUE JKEIATEIHHO.

[Ipocreiimelt koHpuUrypanuel cepTudukara SBISETCS CAMOIOANUCHOW cepTHU(HUKAT W TMPUBATHBIN
kito4. Hioke onucana mporenypa ux co3qaHus ¢ MOMOIIBIO YTUIUTHL openssl:

T'eHepauma CeKpPeTHOTO KJIUa
openssl genrsa -out ./key.pem -des3 -rand /var/log/messages 2048
T'eHepaumda CaMOIONNMCAHHOI'O cepTudmrKaTra

openssl req -x509 -new -key ./key.pem -out ./selfcert.pem -days 365

wr o#E AN

Hanee conepxxumoe ¢aiinoB selfcert.pem u key.pem komupyercst B TEKCTOBOE Mojie cepTudukata u
Kitova. [1aposh MPUBATHOTO KITFOYA YCTAHABJIMBACTCS B COOTBETCTBYIOIIEM TIOJIE.
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