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BBeneHnue

[Iporokom SNMP Obur pa3zpaboTaH ¢ 1EIbI0 TNPOBEPKH (YHKIIMOHUPOBAHUS CETEBBIX
MapuIpyTu3aTopoB 1 MocToB B 1988 rogy. Brnocnencteum cdepa neiicTBust mpoToKoiIa OXBaTuia U
JIpyTH€ CeTeBble YCTPOMCTBA, TakMe KakK XaObl, LUIIO3bl, TEPMUHAJIbHBIE CEpBEpa M Jaxe
YCTPOMCTBA, UMEIOIINE OTJAIIEHHOE OTHOIICHHWE K CETH: MPUHTEPHI, UCTOYHHUKHU OecrepeOoiHOro
nutanust, PLC u T1.1. KpoMme TOro, mpoTokoin J0mycKaeT BO3MOXHOCTb BHECEHUS W3MEHEHUH B
(GYHKIMOHUPOBAaHUE  YKa3aHHbIX  ycTpoiicTB. Ha  gamHoe Bpems  mporokon  SNMP
cra”aaptusupoBan kak RFC-1157, -1215, -1187, -1089.

JlaHHbBIN MOZIYJIb IPEIOCTABIISIET BO3MOXHOCTh COOMpPaTh HUH(POPMAILIMIO M BHOCUTh U3MEHEHUS Y
pasnuyHblX ycTrpoicTB mo SNMP mnporokomy. Taike MonayiaeM pealu3yroTcs (QyHKIUS
TOPU30HTAJILHOIO PE3EPBUPOBAHMS, 2 UMEHHO COBMECTHas paboTa ¢ yAaN€HHOH CTaHIMEW 3TOro-
K€ YPOBH.



1. SNMP

OCHOBHBIMU B3aMMOJICHCTBYIOIUMH "MHIIaMU" TTPOTOKOJIA SBIISIOTCS areHThl M CUCTEMBI YIPaBICHUSI.
ECJ'II/I paCCManI/IBaTI) OTU IBa IIOHATHA HA A3BIKC «KJ'H/IGHT-CepBep)), TO pOJ'H) cepBepa BBIITOJIHAKOT arc€HTHI,
TO €CThb T€ CaMble YCTPOWCTBA, JUIA OMpPOCa COCTOSHUS KOTOPBIX M OBUT pa3paboTaH MPOTOKOI.
COOTBCTCTBGHHO, pOJIB KIIMCHTOB OTBOIUTCA CHUCTCMaM y'HpaBJICHI/ISI — CCTCBbBIM HpI/IJ'IO)KeHI/ISIM,
HE0O0X0IUMBIM ISl cOopa nHMopManuu 0 (YHKITMOHUPOBAHUH areHTOB. [IoMUMO 3THX JIBYX CYOBEKTOB B
MOJIEJIM TPOTOKOJIA MOXKHO BBIICIHMTH TAKXKE €IE JIBA: YIPABIAIOMIYI0 MH()OPMAIMIO M caM MPOTOKOJ
oOMeHa JaHHBIMHU.

Bces undopmanms 06 00beKTax CHCTEMBI-areHTa COACPKUTCS B Tak HasbiBaeMoil MIB (management
information base) — 6a3e ympasistomeir uHGpopmanuu, Apyrumu cioamu MIB mpencraBiser coboii
COBOKYITHOCTh 00bekTOB (MIB-1IepeMeHHbIe), TOCTYITHBIX JUIsl ONepaIiii 3aMUCH-YTCHHSI.

Ha naHHBIII MOMEHT CyIIECTBYET YeThIpe TUIOBBIX 06a3b1 MIB:
1. Internet MIB — 0a3a mgaHHBIX OOBEKTOB [Id OOECIIEYEeHUsS IHArHOCTHUKHU OIIHMOOK |
KoHurypanuii. Bkirodaet B ceds 171 00bexT (B ToM uncie u o0bekTsl MIB I).
2. LAN manager MIB — 6a3a u3 90 00beKTOB — IMapoJid, CECCUH, TTOJIH30BATENH, OOIIHNE PECYPCHI.
3. WINS MIB — 6a3a 06bexToB, Heo0xoaumsbIx i pyHkuonuposanus WINS cepsepa.
4. DHCP MIB - 06a3a o0OwekroB, HeoOxomumbix it ¢yHknuonuposanus DHCP cepsepa,
CITy’Kalllero i JuHaMu4deckoro Beinenenus [P agpecos B cetu.

Kpome BhIlIeyka3zaHHBIX TUIOBBIX 06a3, MIB MOryT JONMOJHUTENBHO MOATPYKATHCS B BUJE MOJYJICH.

1.1. MIB

Bce nmena MIB nmerot nepapxuueckyto cTpykTypy. CyLmecTByeT AeCsTh KOPHEBBIX aJIHACOB!
1. System — mannas rpynna MIB II comepxutr B cebe ceMb OOBEKTOB, KaXIbI M3 KOTOPHIX
CILY’KUT JUIsl XpaHeHus nHpopmanuu o cucreme (Bepcust OC, Bpems pabOThI U T.J1.).
2. Interfaces — comepxut 23 00BEKTa, HEOOXOAWMBIX ISl BEICHUS CTATUCTHUKU CETEBBIX
uHTepdericoB areHToB (kKonmuectBo wuHTep(deiicoB, pasmep MTU, ckopocTs mepenauw,
¢dusuueckue agpeca u T.J1.).
3. AT (3 oObekTa) — OTBEYaOT 3a TpaHCISIHUIO aapecoB. boiee He wucmonb3yercs. breura
BkmoueHa B MIB 1. B SNMP v2 »sta wundopmamus Obula nepeHeceHa B MIB s
COOTBETCTBYIOIIUX MPOTOKOJIOB.
4. TP (42 obwvekta) — manHble o mpoxonsammx I[P makerax (KOJIM4YeCcTBO 3ampoOCOB, OTBETOB,
OTOPOLIEHHBIX ITAKETOB).
5. ICMP (26 o0bekTOB) — wMH(}pOpMaIs O KOHTPOJBHBIX COOOIICHUSX (BXOISIINE/UCXOMSIINE
COOOIICHUS, OIUOKH H T.1.).
6. TCP (19) — Bce, 4TO KacaeTcsi OJHOMMEHHOTO TPAHCIIOPTHOTO MPOTOKOJIa (AITOPUTMBL,
KOHCTaHTbI, COEIMHEHHUSI, OTKPBITHIE MTOPTHI U T.I1.).
7. UDP (6) — ananoruuno, tosnbko it UDP mpoTokona (BXOIAIIME/MCXOISMIINE TaTarpaMMBl,
MOPTHI, OITUOKH).

8. EGP (20) — nmammeie o Tpaduke Exterior Gateway Protocol (ucmonb3yercs
MapHIpyTH3aTOpaMH, OOBEKTHl XPAHIAT HH(POPMAIHMIO O NPHHITHIX/OTOCIAHHBIX/OTOPOIIEHHBIX
KaJpax).

9. Transmission — 3ape3epBupoBaHa s cnenudpudeckux MIB.
10. SNMP (29) — craructuka mo SNMP — Bxozsimue/ucxXo e nakeTbl, OrpaHUYCHHS TaKETOB
10 pa3Mepy, OIMOKH, TaHHBIE 00 00pabOTaHHBIX 3apOcax U MHOTOE JPYTOe.
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1.2. Anpecanus

Kasxip1it n3 KOpHEBBIX aJIMACOB MPEJCTABISETCS B BUE J€peBa, pacTyiiero BHU3. Hanpumep, k anpecy
aMHUHHUCTpATOpPa MOXHO OOpaTHTbci mocpeAcTBOM myTH: system.sysContact.0, ko BpemMeHH pabOThI
cuctembl system.sysUpTime.0, k onmucanuio cucteMbl (Bepcus, sapo u npyras uadopmarms o6 OC) :
system.sysDescr.0. C apyroii CTOpOHBI, T€ K€ JaHHbIE MOTYT 3a/J1aBaThCsl U B TOYEYHOM HOTanuu. Tak
system.sysUpTime.0 cootBeTcTBYeT 3HaueHue 1.3.0, Tak kak system umeet unaekc “1” B rpymmax MIB 11,
a sysUpTime — 3 B uepapxuu rpymiibl system. Holb B KOHIIE ITyTH TOBOPUT O CKAISIPHOM THITE XPaHUMBIX
naHHbIX. B mpoiecce paboThl CUMBOJIbHBIE HUMEHA OOBEKTOB HE HCIOJB3YIOTCS, TO €CTh €CITU MEHEIKEp
3ampaiMBaeT y areHra cojJepkumoe mnapamerpa system.sysDescr.0, To B cTpoke 3ampoca CChLIKa Ha
00bekT OyaeT nmpeoOpazoBana B “1.1.0”, a He OyneT nmepeaaHa «KaK €CTh.

B nienom, cymiecTByeT HECKOIbKO clIoco00B 3anucH aapeca k MIB-nepemenHnoii:
1. ".1.3.6.1.2.1.1" — TIlpsamas xomoBas anmpecanus st oobekra "System" (kopHEBOH anmac
System). Ilpu takoil agpecanuu kaxnas MIB mepemenHas komupyercss HIEHTH(UKATOpOM, a
MOJIHBIN aJpec 3amiChIBAeTCSd B BHJE IOCIEA0BATEIBHOCTH HICHTU(UKATOPOB pPa3/ieiIEHHBIX
TOUYKOM, cieBa Ha mpaBo. JlaHHas 3amMch ajgpeca sIBISETCS OCHOBHOW M BCE JPYIME CIIOCOOBI
3aIIUCHU IPUBOIATCA K HEH.
2. ".iso.org.dod.internet.mgmt.mib-2.system" — TIlomHas cHUMBOJIbHAs K TPSIMON KOJOBOH
azpecauuu Ui oobekTa "System".
3. "system.sysDescr.0" — IIpocTasi, HE MONMHBIM IMyTEM, aapecaius OTHOCUTEIBHO KOPHEBOTO
anmaca (00bekT "System").
4. "SNMPv2-MIB::sysDescr.0" — Apnpecanuss u3 MIB 0a3pl OoT uUMEHH MOIYJS JUIst
"system.sysDescr.0".

1.3. BzaumoaeiicTBue

B SNMP kiueHT B3auMOACHCTBYET C CEpPBEpPOM IO MPHUHIUITY 3ampoc-oTBeT. Cam mo cebe areHT
CrocoOeH MHUIIMUPOBATh TOJIBKO OJHO JCHCTBHE, Ha3bIBa€MOE JIOBYIIKOW mpepbiBanueM. [Tomumo 3Toro,
BCEC I[GﬁCTBHfI Ar¢HTOB CBOAATCA K OTBETaM Ha 3aIIPpOChI, IOCHIIACMBIC MCHC[PKEpaMU.

CymectByer 3 ocHOBHble Bepcuu npotokona SNMP (vl & v2 & v3), koTopble HE SBISIOTCA
coBMmecTuMbIMH. B SNMP v3 Bkirouena nmojaepkka mudpoBaHus Tpaduka, s 4ero, B 3aBHCUMOCTH OT
peanu3anuu, Ucrosb3yrTces anroputMbel DES, MDS5. D10 Benmer k Tomy, 4TO MpH Iepemade Haubosiee
BaXHbIE JJAaHHBIE HEJOCTYNHBI JUIsl MPOCIylIMBaHusA. B kadecTBe TpaHCnopTHOro mnpotokona B SNMP
00b19HO ucnonb3yercs mpotokoia UDP, Xots, Ha camom nene, SNMP noanepuBaeT MHOKECTBO IPYTUX
TPAHCIIOPTHBIX IIPOTOKOJIOB HUKHETO YPOBHSI.

1.4. ABTOopu3zauus

Onnum u3 ximroueBblXx mnoHsATud B SNMP sBnsercsa rpynma (group). IIpomenypa aBropuzanuu
MEHeKepa MpeACTaBIseT co00N MPOCTYI0 MPOBEPKY HA MPUHAJIEKHOCTh €ro K ONpeesIEHHON Ipyie,
U3 CIMCKa, HAXOZSAIIErocs y areHTa. Eciii areHT He HaxOIUT IpyNIbl MEHEIKEpa B CBOEM CIIMCKE, MX
JanpHeee B3auMOAeHCTBIE HEBO3MOXKHO. [1o yMorganuio ucnomp3yroTes rpymisl: public (uis 9reHus)
u private (mis 3amucu). B mporoxkome SNMP v3 ana ayTeHTHUKAIIMU HCIIONB3YETCS TOHSATHE
MOJIB30BATEINs € apoJieM ayTeHTH(PUKAIIUK U IPUBATHOCTH, B 3aBUCUMOCTH OT YPOBHS CEKPETHOCTH.
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2. MoayJunb

JlaHHBIN MOy MOANEPKUBAET paboTy co Bcemu Bepcusimu mpoTokosa SNMP (1, 2 u 3) B pexxumax
yTeHus 1 3anucu MIB-napamerpos.

2.1. KonTpoJuiep 1aHHBIX

Hns mo6asnennst ucrounrka AaHHbIX SNMP co3maércs m KoHGUTYpUPYyeTCs KOHTPOJIJIEP B CHUCTEME
OpenSCADA. ITpumep BkIIaJAKH KOHGUTypallMi KOHTPOJUIEpa JaHHOTO TUIA n300paskeH Ha puc.l.

0 OpenSCADA QTCfg: Jemo cTaHUMA

fa

©ain  PegakTwpoeaHwe Bug MoMows  QTStarter
o ©
ABO0O00 R £l 200 A
mA [L]
[T — NEB Konmponnep: localhost
- WEB 2
. TecT ModBus Kontponnep | TlapameTpl
B E;;;?:EL%F:‘JCmﬁchnc CTaTyc: p:3amymweH. BbI20BbI ¢ NepHodoM: 1c. 3atpadeHo BpeMeHi: 40.49Mc. (2]
- i TpaHenopTHeIE NPOTOKC BEntoueH: [ e
Bl = CHop QaHHBIX i
ﬁ_ Modyie: 3anyweH: |+
G} YeTpoieTea ACKY B0 koHTponnepa: | ** R
B Mogyne BFM
[} BNOYHBIA BEIMMCTTNTE ~KoHdunypauua
B~ LUN03 METOYHUEDE 4 D:
EF DCOM KnueHT - localhost
E}- Diamond nnatel chd AMA: [
B OfopyaoeaHue ICP :
- BRMWEAMTENE Ha jav OnucaHne:
B} Norwdecknil ypoBeHE
- ModBUS
G} OPC UA
i MOHUTOPWHT MaLWWH
E}F SNMP knueHT i
;e localhost g [ ]
B} CBOP AaHHBIX Siemd LT
G} 3ByKoBan kapTa Janyckats: [ |
- @ CBop LaHHsIX cy
B EUANUOmMeXa WatnoHo Tanuua napametpos: | SNMPPm_localhost |
G- (] Apxiesl MnaHupoBaHWE oNpoca:; [1 |v]
B (@4 CneumansHble =
G- 18] Mons308aTENLCKME MHT YpOEEHb NPUOpWTETa 3a0a4n cBopa AaHHkIX _n
“ & YNIPABMEHWE MOLYNIAMAN Anpec yoanéHHoro XocTa: [ localhost ]
B} Server =]
1@ Loop Momwmok: (1 |5
Loop S5L Bpema oxUL4aHNA (CeK):
1 PLC
- Sip. Gpodinep = SNMP Bepeua: | SNMPVT v
; % CoofwecTeo/NoNb30BaTENL CEPEEPA: [ public
4 . OrpaHWIEHWE Ha KONWYECTBO aTpUBYTOR: E E
o]

Puc.1. Bxianka koHpUrypanuu KOHTpoIIIepa.

C noMoIIIbIO ATOH BKJIAJAKH MOKHO YCTAaHOBUTB!
« CocrosiHue KOHTpoJulepa, a uMeHHO: Craryc, "Bxmrouer", 3anymen" u umsa b/l conepkameit
KOH(HUTypaIuIo.
« Wpentuduxarop, uMs 1 olUCaHUE KOHTPOJLIEPA.
+ CocTosiHHE B KOTOPOE MEPEBOIUTH KOHTPOJUIEP Mpu 3arpy3ke: "Brmtouen" u "3amymien".
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Wms Tabnunpl Ui XpaHeHus: KOHPUTypaluy napaMeTpoB KOHTpOJIepa.

[TonuTuka MIAHUPOBAHMS U IPUOPHUTET 33]]a4u cOOpa JTaHHBIX.

Anpec ynan€HHOro xocTa areHra.

KonnuecTBo MonsITOK OTIPaBKHU 3a1poca.

Bpems oxxuganus oTBeTa, B CEKyHAAX.

Hcnonb3yemyto Bepcuto npotokosia SNMP.

Co00111eCTBO MU TTOJIB30BATENS IOJKITFOUCHHS.

OrpanuydeHre Ha KOJIMYECTBO aTpUOYTOB B OJTHOM IapameTpe.

VYpoBenb Oe3onmacHoctu s v3  (Her asropus/Her mnpuBatH; ABtopus/Her mnpuBarh;

Astopus/IlpuBarh).

ITpotokon (MDS, SHA) u napons ayreHTUGUKALMM [T V3.
[Ipotokon (DES, AES) u mapons npuBaTHOCTH 11 V3.
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2.2. [TapameTtpsl

Monyns SNMP npenoctaBisieT TOJNBKO OJWH TUN mnapameTrpoB — “Crangapt’. JloMmOIHUTEIBHBIM
KOH(QUTYpallMOHHBIM TIOJIEM MapaMmerpa JaHHOro Moayis (puc.2) sBisercs cnucok MIB-nmapamerpos,
BETBH MJIM OTJICJIbHBIC JIEMEHTHI (CKAJIAPhl) KOTOPBIX MOAJIEKAT CYUTHIBAHHUIO.

« & OpenSCADA QTCfg: JleMo cTaHU KA

Pain PepakTwpoBaHwe Bwp [MNomowes QTStarter

8 u|ooo\1&|JJm 200 9@

ma L
j Newo crarus MapamMeTp: test
Basbl faHHbIX [ arneaa e |
Ui EEEIDI'IE]CHDCTI:. MapameTp l ATPUOYTH | ApxueaLua ]
B TpawcnopTsl ~CocToaHNe
El- Gl TpaHcnopTHele Np
E- | C6op AaHHbX Tun: std
B Moayns: BknioveH: ||
-YeTpoicTea AC
- Mo 4ynk BFN ~Konurypauna
- BNOMHBIA BIMWC ID: test
- LWLMio3 ucTouHK| |
#-DCON KneHT : ns: l
- Diamond nnaTy | Onncanme:
ObopynoBaHWe| :
BriMMcAnTENs H
Norw4eckui yp
ModBUS
OPC UA
SMNMP KnueHT :
Bl localhost - || | BrnoyaTe: v
test | | Crmcok 0ID (pazpeneHue cnefi. cTPOKDA):
CHop LaHHbIX S
3BYKOBaA KapT system
® C6op AaHHy
El- BUBAMOTEKS Wabn
E-[ ] AprinBl LM
I @ CneuwansHole
E NonbzoeaTensckn__.
- & YnpaeneHune Mop,y%
H... )
N L . «»
[ ]

=l¥roman] 4

Puc.2. Bxnanka koHpurypamnuu napamerpa.
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B coorBercTBUM ¢ yKka3aHHbIM crnuckoM MIB-mapameTpoB BBIMOJHSAETCS OMPOC HMX BETBEH (Win
CKaJIIpOB) W co3/laHue aTpuOyTOB mapameTpa. B nampHeiieM BBIMOMHSAETCS OOHOBIIEHHE 3HAUCHHMA
napamMeTpoB. ATpuOyThl UMEHYIOTCS B COOTBETCTBUM C KOJOBOM anpecamueit MIB-mapamerpos, B
KadyecTBe uaeHTH(uKaTopa, u aapecauuu ot 6a3el MIB 00bekToB, B uMeHH aTpubyTa (puc.3).

0 OpenSCADA QTCfg: leMo cTaHuna

@ain PepakTupoBaHue Bwa Nomows  QTStarter

AB8000 " L2000 DD

mA
: MapameTp: test
Ei OemMmo cTaHLWA P Tp
:ﬁ Baszkl gaHHBX
-4 BesonacHocTh MapameTp | ATPvOYTH | Apxusauyts
E- § TpaHcnopThl ID: test ]
H- @l TpaHCNOPTHEIE NPOT
B~ 2| CBop AaHH.Ix Wma: [
E-Mogyne: OnucaHme:
El-YcTpoicTea ACKY
B Mogyne BFN
BAOMYHBIA BEIMWCAA
LLINO3 MCTOYHWKD
>~ DCON KiueHT
- Diamond nnaTel ©
- 06opyA0BaHue IC Owwmbka: o
BhNHCMTe{'h Ha | SNMPw2-MIB::sysDescr.0: [Linux roman.localdomain 2.6.35-std-def-alt® #1 SMP Thu Deu]
- Nlor n4ecknii ypos
ModBUS SNMPV2-MIB:: sysObjectID.0: | NET-SNMP-MIB::netSnmpAgentOIDs. 10 |
El-OPC UA - |
; SNMP KnMeHT DISMAN-EVENT-MIB:: sysUpTimelnstance: | 1. 626592e+086
G- |0€|hst SNMPv2-MIB::sysContact.0: | root@localhost |
es
El- CHOp f4aHHLIX Sien SMNMPv2-MIB:: sysName.0: [roman.localdomain ]
B 3gyKoBan kapTa SNMPv2-MIB::sysLocation.0: | Sitting on the Dock of the Ba
- J§ CHop maHHbIX I - [ E Y ]
E- BubnuoTeka wWabnoH SNMPv2-MIB::sysServices.0: E
ﬁ CheLMansHbe SMNMPv2-MIB::sysORLastChange.0: | 2
: M NonezoRaTenkckue b SNMPv2-MIB::sysORID.1: [SNMPVJZ—MIB::snmpMIB
- go‘;ﬂpaanewe MOAYAAN | SNMPv2-MIB::sysORID.2: | TCP-MIB::tcpMIB
8 Loop SSL SNMPV2-MIB::sysORID.3: | IP-MIB::ip

SNMPw2-MIB::sysORID. 4: ’UDP—MIB::UdpMIB
SNMPw2-MIB::sysORID. 5 ’SNMPMEW—BASED-ACM—MIB::vacmBaSicGroup
4 Secer 4 |> SNMPw2-MIB::sysORID.&: lSNMP—MPD—MIB::SnmpMF’DMIBOb]ECtS.B.l.l

] ERIR AT S RAID . e e TP 7. | RN ST A C T Ch MAID s mnn AL i Limam o

Gy

<J[fromar] ]

Puc.3. Bxiagka arpuOyToB napamerpa.
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